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Vision of the Institute

To be a nationally recognized institution of excellence in technical education and produce competent professionals
capable of making a valuable contribution to society.

Mission of the Institute

¢ To promote academic growth by offering state-of- ¢ To undertake collaborative projects which offer opportu-
the-art undergraduate and postgraduate programs. nities for interaction with academia and industry.

¢ To develop intellectually capable human potential who are creative, ethical and gifted leaders
Vision of the Department

To be a center of academic excellence in the field of computer science and engineering education.

¢ Strive for academic excellence in computer science ¢ Transform under graduate engineering students into tech-
and engineering through well designed course cur- nically competent, socially responsible and ethical com-
riculum, effective classroom pedagogy and in-depth puter science and engineering professionals.
knowledge of Laboratory work

¢ Create computing centres of excellence in leading ¢ Incubate, apply and spread innovative ideas by collabo-

areas of computer science and engineering to pro- rating with relevant industries and R&D labs through fo-
vide exposure to the students on latest software tools cused research group.

and computing technologies.

¢ Attain these through continuous team work by group of committed faculty, transforming the computer science and
engineering department as a leader in imparting computer science and engineering education and research .

( Blockchain for Data Integrity)

Blockchain technology has revolutionized the way digital information is recorded, stored, and shared across systems,
particularly in maintaining data integrity. Data integrity refers to the accuracy, consistency, and reliability of data
throughout its lifecycle. In traditional systems, ensuring data has not been tampered with or altered unintentionally often
requires centralized control and extensive auditing. However, blockchain provides a decentralized, tamper-evident,
and cryptographically secure mechanism that inherently supports data integrity.

What is Blockchain?

At its core, blockchain is a distributed ledger technology (DLT) that maintains a growing list of records (called blocks)
linked using cryptographic techniques. Each block contains:

e A set of transaction or data records,

e A timestamp,

e A cryptographic hash of the previous block,
¢ A unique hash for itself.
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How Blockchain Ensures Data Integrity

1. Immutability of Data: Once data is written into a blockchain, it is permanent and immutable. Any attempt to
change data in a block would result in a mismatch of hash values, making tampering immediately detectable. This is cru-
cial in environments like financial records, healthcare, or supply chains, where any unauthorized change to data can lead
to significant consequences.

2. Decentralization and Consensus: Unlike centralized systems where a single point of failure can compromise data
integrity, blockchain relies on a network of distributed nodes. Each node maintains a copy of the entire blockchain.
Transactions or data additions must be validated by a consensus mechanism (like Proof of Work, Proof of Stake, etc.).
This collective agreement ensures that only valid and agreed-upon data enters the ledger.

3. Cryptographic Hash Functions: Every block contains a cryptographic hash of the previous block. A hash is a
mathematical algorithm that converts input data into a fixed-size string of characters. Even the slightest change in the
data will produce a completely different hash, making any unauthorized changes easy to spot. This property, known as
hash integrity, forms the backbone of blockchain's security.

4. Transparency with Controlled Access: Depending on the blockchain type (public, private, or consortium), data
transparency is balanced with access control. In public blockchains like Bitcoin, data is visible to all but protected
through cryptographic means. In private blockchains (used in enterprises), only authorized participants can access the
data, ensuring both transparency and confidentiality, while still preserving integrity.

5. Auditability and Traceability: Blockchain inherently stores the entire history of transactions or data entries, cre-
ating a full audit trail. This feature is extremely useful in industries like pharmaceuticals (for verifying drug origin), food
supply (tracking the origin of contaminated food), or finance (verifying transaction histories). Users can trace the origin
and every modification made to a piece of data across time.

Applications of Blockchain for Data Integrity

Healthcare: Ensuring the integrity of patient records, medical prescriptions, and diagnostic data.
Finance: Securing transaction records, reducing fraud, and supporting transparent auditing.
Supply Chain: Verifying product authenticity, preventing counterfeiting, and tracking goods.
Education: Protecting academic certificates and ensuring credentials aren't forged.

Voting Systems: Preserving the integrity of votes in electronic voting systems.

BLOCKCHAIN
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1. Immutable Ledger — The Core of Integrity
One of the most critical features of blockchain is immutability. Once a piece of data is recorded in a blockchain block
and added to the chain, it cannot be altered or deleted. This is enforced through:

e Hashing: Each block contains a cryptographic hash (like a fingerprint) of the previous block. Any change to one
block alters its hash, which disrupts the entire chain.

e Chain Reaction: Altering a block would require changing all subsequent blocks in the chain—a computationally
infeasible task, especially on large networks like Bitcoin or Ethereum.

This means data tampering is almost impossible, making blockchain a perfect solution for applications where data in-
tegrity is paramount, such as legal documents, medical records, or digital assets.

2. Decentralization — Eliminating Single Points of Failure

Traditional databases are centralized: one server or authority manages and stores all data. This creates a single point of
failure, making them vulnerable to data corruption, hacking, or system crashes.

Blockchain works on a peer-to-peer (P2P) network, where data is distributed across hundreds or thousands of comput-
ers (nodes). No single node has control. Every node holds a copy of the entire blockchain. This makes the system:

e Highly fault-tolerant: Even if some nodes go offline or are attacked, the network continues to function.

HOW BLOCKCHAIN WORKS
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eResilient to tampering: If a malicious actor alters data on one node, it will be rejected by others during the consensus
process.

This distributed trust architecture is essential for data integrity in environments where parties do not fully trust each
other.

3. Consensus Mechanisms — Validating Truth

Blockchain uses consensus algorithms to ensure all network participants agree on the validity of data before it is rec-
orded. Common consensus methods include:

eProof of Work (PoW): Used in Bitcoin, where miners solve complex puzzles to validate data

eProof of Stake (PoS): Validators stake their own tokens as a guarantee of good behavior.

ePractical Byzantine Fault Tolerance (PBFT): Used in private blockchains for faster consensus.
These mechanisms ensure that:

*Only verified data is added to the blockchain.

eDishonest participants are rejected or penalized.
The consensus model acts as a gatekeeper, guaranteeing that only consistent and reliable data becomes part of the
ledger.

Challenges and Considerations
While blockchain is powerful, it is not without challenges:

eScalability: The larger the blockchain, the more resources (storage, processing power) are needed.
eEnergy Consumption: Some consensus algorithms like Proof of Work consume significant energy.

eRegulatory Compliance: Ensuring that blockchain systems comply with data protection laws (like GDPR) can be
complex, especially when data needs to be deleted.

Conclusion

Blockchain provides a robust and reliable framework for ensuring data integrity across various domains. Its unique
combination of decentralization, cryptographic security, immutability, and consensus-driven validation makes it a
superior alternative to traditional methods of data management. As industries increasingly rely on digital data, block-
chain’s role in safeguarding the integrity and trustworthiness of that data becomes not just beneficial—but essential.
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