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Vision of the Institute 
 

To be a nationally recognized institution of excellence in technical education and produce competent professionals 
capable of making a valuable contribution to society.  

 
Mission of the Institute 

       Vision of the Department 
 

To be a center of academic excellence in the field of computer science and engineering education. 

Mission of the Department 

 Strive for academic excellence in computer science 
and engineering through well designed course cur-
riculum, effective classroom pedagogy and in-depth 
knowledge of Laboratory work 

 Create computing centres of excellence in leading 
areas of computer science and engineering to pro-
vide exposure to the students on latest software tools 
and computing technologies. 

 Transform under graduate engineering students into tech-
nically competent, socially responsible and ethical com-
puter science and engineering professionals. 

 Incubate, apply and spread innovative ideas by collabo-

rating with relevant industries and R&D labs through fo-

cused research group. 

 Attain these through continuous team work by group of committed faculty, transforming the computer science and 

engineering department as a leader in imparting computer science and engineering education and research . 

 
( Cybersecurity in the IoT Era) 
 
The Internet of Things (IoT) refers to the network of physical devices (like smart home appliances, wearables, indus-
trial sensors, vehicles, etc.) that are connected to the internet, collecting and exchanging data without direct human in-
teraction.  
 
The Internet of Things (IoT) connects everyday devices to the internet, enabling smart homes, vehicles, industries, and 
healthcare systems. However, this connectivity also brings security challenges. Many IoT devices lack strong protec-
tion, making them vulnerable to cyberattacks like hacking, data theft, and malware. Cybersecurity in the IoT era focus-
es on protecting these devices and networks through encryption, regular updates, strong authentication, and secure de-
sign to ensure safe and reliable use of technology.As IoT devices become deeply integrated into daily life and critical 
industries, they introduce new cybersecurity vulnerabilities due to their connectivity and sometimes limited security 
features. 
 
The Internet of Things (IoT) refers to the network of physical objects or “things” embedded with sensors, software, 
and other technologies that connect and exchange data with other devices and systems over the internet. Examples in-
clude smart home appliances, wearable fitness trackers, industrial sensors, medical devices, and connected vehicles.  
 

 To promote academic growth by offering state-of-
the-art undergraduate and postgraduate programs.  

 To undertake collaborative projects which offer opportu-
nities for interaction with academia and industry.  

 To develop intellectually capable human potential who are creative, ethical and gifted leaders  



Why Cybersecurity in IoT is Crucial 

Traditional cybersecurity measures often focus on securing computers and networks. However, IoT devices: 

 Are often resource-constrained (limited memory, processing power, etc.). 

 Run on outdated or unpatched firmware. 

 Lack encryption or strong authentication. 

 Are produced in mass by companies prioritizing speed and cost over security. 
This makes them highly vulnerable to cyberattacks, creating risks not just to privacy, but to physical safety and 
national security. 

Major Threats in IoT Cybersecurity 

Weak Authentication & Passwords 

 Many IoT devices come with factory-set or weak passwords, making them easy targets for brute-force attacks. 
Unpatched Firmware 

 Many devices never receive updates, leaving known vulnerabilities exposed for years 
Data Breaches & Privacy Violations 

 IoT devices collect sensitive personal or organizational data. If compromised, this data can be stolen, sold, or 
misused. 
Botnets & DDoS Attacks 

 Infected IoT devices can be turned into botnets (like Mirai) to launch massive Distributed Denial of Service at-
tacks, disrupting websites or entire networks. 
Man-in-the-Middle (MitM) Attacks 

 Unencrypted communication between devices can be intercepted, allowing hackers to steal or manipulate data in 
transit. 

 Lack of Encryption and Secure Protocols  

 Physical Tampering and Device Theft  

 Insecure APIs and Cloud Interfaces  

 Poor Network Segmentation  
 



Device Hijacking & Sabotage 

 Hackers can gain control of devices, from turning off smart thermostats to halting industrial machines or chang-
ing medical device settings. 

Key Cybersecurity Practices for IoT 

Strong Authentication & Access Control 

 Replace default passwords; use strong credentials, multifactor authentication, or digital certificates. 
Secure Communication 

 Use encryption protocols like TLS/SSL for secure data transmission between devices and cloud services. 
Firmware & Software Updates 

 Devices must support over-the-air (OTA) updates to patch vulnerabilities. 
Sector-Specific IoT Cybersecurity Challenges 

Healthcare (IoMT) 

 Devices like insulin pumps, pacemakers, and monitors store or transmit critical data. Any breach can lead to life-
threatening consequences or medical identity theft. 
Industrial IoT (IIoT) 

 Critical systems like power plants, manufacturing units, and water treatment facilities depend on connected sen-
sors and controllers. A security breach can lead to system downtime or public safety hazards. 
Smart Homes & Cities 

 Vulnerabilities in smart locks, lights, surveillance cameras, or traffic systems can lead to theft, spying, or civil 
disruption. 
Automotive IoT 

 



 Connected vehicles can be hacked, enabling remote control or surveillance of the car. 
Emerging Cybersecurity Solutions for IoT 

Artificial Intelligence (AI) & Machine Learning (ML) 

 AI/ML can monitor IoT device behavior and detect anomalies in real-time, signaling potential attacks. 
Blockchain for IoT 

 Blockchain can provide secure, tamper-proof records of device interactions, enhancing trust and traceability. 
Regulations and Standards 

Governments and industry bodies are developing standards to improve IoT cybersecurity: 

 NIST Cybersecurity Framework (USA) 

 ETSI EN 303 645 (Europe) 

 IoT Cybersecurity Improvement Act (USA) 

 ISO/IEC 27030 & 27400 series 
These promote principles like secure design, user privacy, and lifecycle security management. 
 

Why IoT Devices are Vulnerable? 

 Limited Security Features Many IoT devices are designed with minimal security due to low cost and limited pro-
cessing power. 

 Lack of Updates Devices often do not receive regular security updates or patches. 
 

Future Trends in IoT Security 

 Security by Design will become mandatory—devices must be built with security in mind from the start. 

 More global regulations will emerge to enforce secure practices. 

 Cloud-integrated IoT Security Platforms will offer centralized monitoring and control. 

 Increased collaboration between tech companies, governments, and academia will lead to more innovative and 
proactive defenses. 

 
Conclusion 

 

The IoT era is transforming the world—but with that transformation comes a new cybersecurity frontier. From smart 
homes to smart factories, each connected device is both a tool and a potential threat vector. Ensuring robust IoT cy-
bersecurity is no longer optional—it's a necessity for privacy, safety, and stability in the digital age. 
 
The IoT era is revolutionizing how we live and work—connecting everything from household appliances to industri-
al machines. However, this interconnectedness also introduces new cybersecurity challenges. Each device that con-
nects to a network expands the potential attack surface for hackers. Therefore, implementing strong IoT security 
measures is essential to safeguard data, protect user privacy, and maintain system integrity in an increasingly con-
nected digital world. 
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